Tracking Students' Internet Browsing in a Machine Exam by Nygren, Henrik et al.
Tracking Students’ Internet Browsing in a Machine Exam





Traditionally, introductory computer science courses have focused
on teaching programming, and have not included teaching infor-
mation retrieval skills. However, a large part of a programmer’s
time is spent looking at documentation or browsing the internet
for guidance on how to solve the small subtasks that programming
often consists of or which library to use for a specific need.
We have developed a browser-plugin that tracks how students
use online resources during a machine exam. Such a tool could be
used – for example – to detect whether there is a difference between
the browsing behavior of high- and low-performing students. To
this end, we conduct a case study with the tool where we examine
students’ browsing in a lab-based programming exam.
In the future, the tool could be used to examine students’ brows-
ing and possibly inform decisions on how to teach information
retrieval skills to students.
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1 INTRODUCTION
Learning any craft such as programming requires plenty of effort.
The students need to familiarize themselves with the relevant con-
cepts, the underlyingmachinery, and to build procedural knowledge
that aids them in solving programming problems. During the last
decades, the craft of programming has evolved a long way from
the time where practitioners referred to printed manuals to deter-
mine how a specific function or library works. Currently, printed
manuals are almost extinct, and instead, developers use a myriad
of online sites and forums to ask and to search for information.
These information retrieval skills that are a core necessity for
any programmer are rarely taught or assessed in introductory pro-
gramming courses. Instead, programming knowledge is typically
assessed using exams, be it either pen-and-paper exams, lab exams,
or take-home exams. To our knowledge, however, students’ ability
to look for information whilst working is not assessed, and as such,
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it is likely that students do not consider that as something that they
should practice.
In this article, we present a browser plugin that can be used to
collect information on sites that students visit while browsing as
well as to collect the queries that students make while referring to
e.g. the help of Google or Stack Overflow. Through a case study
of a lab-based programming exam with internet access, we show
how the tool can be used to determine whether poorly performing
students search for information in a different fashion than students
who perform better.
In the future, such a tool could also be used as a voluntary part
of a suite that could be used to, e.g., inform students about aca-
demic misconduct such as plagiarism. Through analysis of students’
browsing history while they have been working on course assign-
ments or an the exam, one could, for example, identify sites that
provide solutions to course problems. Such a site collection could
then be added as a part of the plugin, which could subsequently
inform students if they are about to visit an unwanted site.
The tool that we discuss here is similar to the one that was used
by Sadowski et al [13], who studied Google developers’ use of a spe-
cific domain. To our knowledge, however, their tool is not publicly
available. Students’ browsing behavior has been studied previously
in e.g. web usage mining [14], but again, to our knowledge, the
differences in student groups have rarely been studied.
This article is organized as follows. In Section 2, we briefly go
over related previous research. Then, in Section 3, we present the
tool for tracking students’ browsing. In Section 4, we examine
students’ internet usage in a programming exam as a case study
of using the tool. We discuss possible uses of the tool in Section 5,
and conclude the article in Section 6.
2 RELATEDWORK
Information retrieval skills on the Internet have been studied in the
context of what types of search terms individuals use, and whether
the individuals refine their search terms in order to pinpoint rel-
evant information. Anick studied search term refinement using
anonymized activity logs of the AltaVista search engine [3]. They
collected all changes to the search box and all the visited search
results. All of the collected events contained timestamps and iden-
tifiers that were used to distinguish users. The search logs were
clustered into user sessions based on the sequential search event
times, which were then analyzed in order to determine whether the
user found what they were looking for, and to see how the search
terms were refined.
Sadowski et al. investigated how developers search for code in
code repositories [13]. A group of Google developers installed a
browser extension that presented them with a survey whenever
they accessed an internal code search site. Additionally, the exten-
sion collected all the requests to the search site. The requests were
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then divided into sessions, and each session was associated with
the survey results. This data was used to determine the reasons
for using the search tool, what the typical search queries and ses-
sions were composed of, and if there were distinct patterns in the
searching behavior.
Browsing behavior has also been collected in parental supervi-
sion programs. The patent by Bates et al. [4] discusses the creation
and use of a user profile that contains information on whether spe-
cific sites are allowed to the user, and the user’s history of visited
web addresses.
The use of data from such systems have been studied, for ex-
ample, within the domain of web usage mining [14]. Srivastava
et al. discuss options for collecting data, ranging from server-side
to client-side data collection options. They point out that client-
side data collection requires user cooperation, and that incentives
may help with having more participants use the collection tools.
Finally, they discuss a set of data mining options for mining web log
data, including opportunities for user characterization and privacy
issues [14].
Within the computing education domain, while there are several
tools that can be used to monitor the programming process [7], the
collection and use of students’ browsing behavior has typically been
limited to single systems. For example, Kurhila et al. [10] collected
students’ browsing behavior within an online educational system
in order to show other students which online resources individuals
within the system were accessing. Similarly, Leppänen et al. [11]
focused on the students’ use of a particular course material, and
tracked the visible viewport of the students in order to determine
areas of interest within the material.
The use of course materials have been used to also predict stu-
dents’ course performance. For example, Romero et al. [12] used a
set of machine learning classifiers on student browsing data from
a Moodle system. In the study, the usage of Moodle was found to
be indicative of course success, albeit the authors did note that the
accuracies were not too high.
To our knowledge, analyzing students’ browsing behavior in
a laboratory examination has not been studied so far. This can
partially be related to the difficulty in gathering data from students,
as client-side data collection can be difficulty to justify due to e.g.
privacy reasons [14]. When considering open book exams, they
may be a valid option for assessing procedural knowledge – several
authors have pointed out the benefits of lab exams in programming
courses [5, 8, 9], and having access to online resources during the
examinationmay be ameaningful addition.We do acknowledge that
open book examinations may lead to worse recall when compared
to traditional closed book exams [1]. In the context of programming,
the benefits of being able to refer to a manual and to search for
information are hard to question.
3 THE TOOL
The tool1 that we propose collects data from students’ browsing
as they visit different pages. Contrary to many of the existing
approaches for collecting data, the tool is not limited to collecting
data from a single domain or a single site, but can be used to collect
the whole browsing history. Similarly, if the students are expected
1Contact the first author for additional details and a possible copy.
to install the tool themselves, the administrative overhead is small
– there is no need to e.g. configure a firewall or to set up separate
exam distributions.
The tool functions as a a browser extension that can be installed
using a few clicks, and the address to which the browsing data is
sent can be configured. The data that is collected by the plugin
includes visited web sites – in practice, we use the tabs API of
Google Chrome to collect events associated with the browser tabs.
That is, every time a browser tab navigates to a new address, we
record the address, the site’s title, whether the tab was active at the
time, loading status, identifier of the tab’s window, and the tab’s
identifier. In addition to logging the addresses of the visited sites,
the data also contains additional information including a timestamp
for each event. Search terms and page topics were also included as
they often appear in the page title.
In principle, one could also store the request content including
the request body, but due to the possibility of users attempting to
authenticate to specific services, the tool does not currently store
the body for privacy reasons.
The recorded data is sent to a configurable server that stores
all the data that it receives. In our case, the tool did not require
authentication, but the students were identified through the use of
a student-specific course page and their IP address. We are consid-
ering the opportunity for adding a random UUID string to the tool
that could be used to distinguish between users in the future.
4 MONITORING INTERNET USAGE IN A
PROGRAMMING EXAM
To demonstrate the use of the plugin, we show how it has been used
in studying how students browse the Internet in an introductory
programming exam.
4.1 Context and data
We applied the plugin in an introductory programming exam of-
fered by the University of Helsinki during Spring 2017. The exam
was given as a lab exam in which each student had access to a com-
puter and the relevant development environments, and in which
each student could access the internet.
Communication or the use of chatrooms was prohibited, and
the students were not allowed to use any services that required
authentication outside the exam page and the assessment system
that the course used. The choice of browsers was limited to Google
Chrome that had the plugin preinstalled.
The duration of the exam was three hours, and the students
were given both essay and programming questions. Each internet
address that students accessed was stored to a database that the
exam supervisors monitored. As there were a total of 114 students
who attended the exam, multiple exam sessions were facilitated.
On average, each student visited 22 links during the exam, and ac-
cessed approximately 4 different domains (see Tables 1 and 2). That
is, majority of the visited links were related to a specific domain.
There were, however, students who did not use online resources
at all, as well as students, who used online resources extensively –
one student visited 110 links during the three hour period.
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Table 1: Amount of visited links
mean median sd min max
All students 21.8 21.5 22.3 0 110
Top students 21.5 14 18.0 0 64
Bottom students 35.0 27 29.8 0 110
4.2 Research questions and analysis
Our case study focuses on whether the students who performed
well in the exam differ in their use of online resources from those
who performed poorly in the exam. The research questions for our
study are the following:
(1) What kinds of online resources do students use in an intro-
ductory programming exam?
(2) Does the behavior of students who perform well in the exam
differ from those who perform poorly?
To answer Research Question 1, we used browsing data from the
students’ exam session. We analyzed the exam data using a quan-
titative approach, where we first analyzed the number of visited
links and domains, and then categorized the visits into sites.
To answer the Research Question 2, we split the students into
poorly performing and well performing students by dividing the
student population into three parts based on their exam perfor-
mance in an exam with a maximum of 15 points. The resulting
tertiles were based on the students’ scores. The lowest tertile had
students who scored from 0 to 7 points, students in the middle
tertile scored 8-9 points, and the highest tertile had students who
scored 10-15 points. The sizes of the tertiles were approximately the
same: the lowest tertile had 33 students in it, the middle tertile had
52 students, and the highest tertile had 29 students. For the rest of
the paper, we define the highest-scoring tertile as high-performing
students and the lowest-scoring tertile as low-performing students.
To analyze the sites the students visit during the programming
part of the exam, we filtered out links the students visited during the
essay part of the full examination. Additionally, as the students were
allowed to visit the essay writing page during the programming
part of the exam, we filtered out the essay writing page as it is not
related to the programming assignments. We then categorized the
remaining links to seven categories (see Table 3): Google-searches,
the course material, Stack Overflow content, the students’ own old
solutions, general course information, Java documentation, and all
other domains. The most used resources the students used while
they were programming were Google, the course material, Stack
Overflow (a QA website dedicated to programming related ques-
tions), and the students’ own previous solutions.
The differences between the tertiles were analyzed using the
Wilcoxon signed-rank test.
4.3 Results
The results of our analysis are summarized in Tables 1—4. Table 1
shows that the mean visited links for all students is very close to
the mean visited links for top students, while the mean visited links
for the poorly performing students is substantially larger. This in
practice is a result of a few low-scoring students visiting a great
Table 2: Amount of visited domains
mean median sd min max
All students 4.3 4 1.9 0 9
Top students 3.9 4 1.9 0 8
Bottom students 5.0 5 2.1 0 9
Table 3: Visited links by category
(a) All students
mean median sd min max
Google 7.5 5 8.5 0 45
Course material 6.0 4 6.6 0 30
Stack Overflow 3.7 1 5.0 0 29
Students’ old solutions 4.2 0 11.6 0 84
Course information 2.4 2 2.7 0 15
Java documentation 0.6 0 1.4 0 8
Other 1.3 0 2.5 0 20
(b) Top students
mean median sd min max
Google 6.2 4 8.1 0 33
Course material 4.8 3 7.1 0 30
Stack Overflow 3.5 1 4.9 0 18
Students’ old solutions 3.2 0 7.0 0 25
Course information 2.3 1 3.0 0 13
Java documentation 0.6 0 1.5 0 8
Other 0.8 0 1.3 0 4
(c) Bottom students
mean median sd min max
Google 9.0 5 9.2 0 45
Course material 7.4 6 6.5 0 29
Stack Overflow 4.2 1 5.9 0 29
Students’ old solutions 8.6 0 18.5 0 84
Course information 2.8 2 3.3 0 15
Java documentation 0.7 0 1.2 0 6
Other 2.2 1 3.9 0 20
amount of links, skewing the results for the whole group of low-
performing students – the median amount of links offers a better
view of the “typical” performance.
When considering the amount of visited domains in table 2, a
similar effect is observed. There is no significant difference between
the number of domains visited by the different student subpopula-
tions.
When looking at Table 3, a few interesting results can be noticed.
For example, on average, the high performing students visit their
old solutions less when compared to the low-performing students.
High-performing students also tend to use Google and the course
material somewhat less than the students in the bottom tertile.
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Table 4: Correlation with points.
Asterisk indicates p < 0.05.
(a) Overall
Correlation p
Visited links -0.24 0.01*




Course material -0.24 0.01*
Students’ old solutions -0.16 0.09
Course information -0.08 0.39
Java documentation -0.07 0.43
Other -0.15 0.11
Interestingly, there is not as big of a difference between the usage
of Stack Overflow between the top and bottom students. This means
that while the absolute amount of Stack Overflow usage is the same
between the groups, the top students use Stack Overflow relatively
more. When performing a statistical analysis for the difference of
browsing behavior between the groups (Table 3), the differences
are not statistically significant – potentially a product of highly
skewed data.
To address whether the students’ overall browsing activity is
related to their exam performance, we conducted a regression anal-
ysis between the number of visited links and domains, and students
exam points. The results are summarized in Table 4. Overall, there
is a small negative correlation (r = −0.24) between the number of
visited links and the exam performance – that is, visiting more links
correlates negatively with exam scores. Similarly, same negative ef-
fect can be seen with Course material. In other words, students who
rely more on course material during the exam perform marginally
worse in the actual exam.
5 DISCUSSION
5.1 The Tool
In practice, the tool that we propose here is a lightweight addition
to the existing systems that are used to collect students’ data. As
the tool can be installed as a browser plugin, it has rather little
overhead from the administrative perspective as normal users are
typically allowed to install plugins.
In our case, we used the plugin to monitor students’ browsing
behavior in a laboratory exam with open internet access. The use of
the tool is not, however, limited to such situations, and in practice
individuals could use it to monitor their own browsing behavior.
Our intent is to provide instructors a possibility to support students
in developing their information retrieval skills, and the tool is a
first step towards that as it provides an opportunity to study the
information retrieval process.
Moreover, as students information retrieval process is not limited
to a single domain or a specific site, the tool provides an opportunity
to study the paths that are taken to find information. Bundled with
a questionnaire to ask if the students found what they searched for,
better feedback on succesful browsing could be provided.
The tool could also be used to monitor the use of social net-
working sites such as Facebook, which could be used to provide
information on off-task behaviors while studying. Such information
could be then provided back to the student with suggestions on
how to regulate their learning.
At the same time, we acknowledge that collecting and storing
student data is a sensitive subject. If the collection of such browsing
data can not be justified, then it should not be conducted. In our
context, the students were expected to use the tool in an exam
condition – having students use the plugin outside exam conditions
would have to be voluntary.
5.2 Differences in browsing behavior
Looking at the results in Tables 1—4, we observe a trend that the
top students are consistently closer in their behavior to the group
of all students, whereas the bottom students are further from the
average in their behavior. As the groups were about the same size,
this indicates that there are likely a small group of individuals
with distinctively different browsing behavior in the bottom group.
That conclusion is also supported by the standard deviations being
consistently larger within the bottom group when comparing to
all students or the top students. At the same time, these differences
were not statistically significant.
Stack Overflow was used relatively more by the top students
compared to the bottom students. This might be due to it being an
“expert” resource, and thus it is likely that proficient programmers
are aware of its existence whereas novice programmers might not
have used it as much previously. Additionally, poorly performing
students visit their old solutions more when compared to the top
students. One hypothesis is that more competent programmers
are more used to searching for programming related information
and thus go to Stack Overflow whereas novices go to their own
solutions.
While previous work has found that closed-book exams might
have better long-term recall [2], we believe that professional pro-
grammers are not likely to use books or notes during their work
and instead opt to use the Internet to retrieve the information they
need to complete their task. Thus, for a programming exam, it likely
makes sense to extend the open-book examination to include In-
ternet resources as well. A question arises information retrieval
abilities affect the exam performance in this kind of a setting. For
example, the information retrieval process in a traditional open-
book exam is very different from the same process in an Internet
open-book exam. For instance, one can not use search engines with
physical course books. Additionally, there are vastly more resources
available on the Internet compared to a book, and thus it is likely
harder to identify relevant materials. Furthermore, in the context of
programming, it is possible to find complete solutions to subtasks
within an assignment whereas this is unlikely in many other fields.
Boniface et al. [6] found a statistically significant difference that
those who used material more during open book exams did worse
on the exam. Our results provide supporting evidence: we also
observed a statistically significant negative correlation between the
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students exam points and their number of visited links and the use
of course material during the exam.
At the same time, the correlations are rather small, and the tests
have not been corrected for multiple comparisons. Overall, we
hypothesize that it is easier to find what one is looking for in the
Internet when compared to a physical textbook. Thus, an effect
that is statistically significant with physical books might not be as
strong with Internet open-book exams. Similarly, it is possible that
when the option to use online resources is given, some extensively
use it instead of relying on their own intuition and recall.
5.3 Limitations
Both the tool and the case study have some limitations, which we
will address here.
First, we acknowledge that having to install a tool to each browser
can be cumbersome. At the same time, the installation can be or-
ganized through a centralized repository, or the installation can
be facilitated as a starting task in an exam – the address to the
exam site could be transmitted to the students through the plu-
gin. In some institutions, where there is no access to laboratory
or university-specific network settings, such a plugin is the sole
opportunity for monitoring the browsing behavior.
Second, it is possible that students deactivate the plugin. In our
study, we disabled the possibility to uninstall the plugin, but one
could as well send signals to the database if the plugin is disabled.
Third, some may consider it a problem that the plugin functions
only within Google Chrome and its derivatives. We acknowledge
that this is an issue – in principle the plugin should also work in
Firefox (and Chromium), but e.g. Mozilla does not allow installing
any plugins to Firefox that are not approved to their online store.
Fourth, regarding the results, as the data for the case study comes
from an exam that was held at the end of a 14-week programming
course, the students had to do a lot of work to even participate in
the exam. Thus, it is possible that the performance differences in
the exam were – in the end – rather small could stem from the fact
that all the participants in the exam were rather similar and thus
there is little difference between their information retrieval skills.
Fifth, as we explicitly stated that we were monitoring internet
browsing, it is possible that there was a chilling effect, i.e. that the
browsing behavior of students was different than what it would
have been had we not monitored their internet usage.
Sixth, the case study is only a simple example of what the tool
is capable of. Further studies should be conducted that examine
the sequence of website visits and also consider the duration that
students spend on different websites. This would allow for a better
comparison with previous work on open-book exams, where the
time spent reading the material has been considered [6].
Finally, the amount of students in the case study was not very
large, and thus it is possible that some effects that would have been
statistically significant with a higher n were not detected. That is,
due to the small sample size, the population validity is low.
6 CONCLUSIONS
In this work, we have presented a tool for tracking the internet
browsing of students in an educational context. The tool is easy to
install as it is provided as a browser plugin, and requires no access
to e.g. university or lab firewall settings.
As an example of what kind of research is possible with the
data provided by the tool, we conducted a case study of examining
students’ browsing behavior in an exam of an introductory pro-
gramming course. The result of the case study was that low- and
high-performing students’ browsing behaviors were quite similar,
although it seems that low-performing students visit more links
during the exam on average even though this difference is not
statistically significant. Our results also suggest that using course
materials and visiting links in general is negatively linked with
exam performance.
We are interested in replicating the study with a larger student
population to see whether the effect persists. Similarly, we are look-
ing for other factors than exam performance that may distinguish
the students who used the online resources scarcely from those
who used them extensively.
In the future, we are interested in using the tool as a way of study-
ing students’ browsing behavior during the course. We believe that
such tool could be used to estimate students’ information retrieval
skills, to provide feedback aimed at improving searches, and to po-
tentially identify students’ misconceptions and problematic areas
in the course materials.
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